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PYKOBOACTBO O TOM, KAK HE CTATb YXEPTBO MOLUEHHUKOB

MHCI)OpMaLI,Mﬂ MoMOXKeT BaM pPacCrio3aHatb MOoLWeHHNYeCKNe CXeMbl, 3alLlMTUTDb
ce6s'-|, a TakXKe obecne4ymnTb 6€30MacHOCTb CBOUX cpencTs.

Mo naHHbIM C6epbaHKa, yuepb oT TenedpoHHOro MoeHHunYecTBa B 2024 rogy
npeBbicun 295 MunnuapnoB pybnen. 3Has MmeTogbl MOLLEHHUKOB, Bbl CMO)XKETe
3aWUTUTb cebs n cBOUX 6/1U3KUX!

1.0CHOBHbIE BUOAbl MOLUEHHUYECTBA
1.1. CXEMbI TEJIE®QOHHOIO MOLUEHHUYECTBA:

«BaHK 3BOHMUT»: MOLLEHHUKMN NPeacTaBnaoTCca COTPYAHMKaMM 6aHKa 1 nog Npeasiorom
3alUMTbl BalUMX cpencTB NpocaT Ha3BaTb CVV-Koa (Tpu umndpbl HO 06pATHOU CTOPOHE
KapThl), NApPOsb U3 CMC-COOBLLEHUNA UMK OaHHbIe A8 BXO4a B OHNAaMH-6aHK.
3anomMHuUTe: HacTosILNEe COTPYAHNKN 6AHKA HUKOrAdA He 3arnpaLinBaiT

Takyio uHpopmaumio!

«PopacTBeHHUK B 6epe»: BaM 3BOHAT M cOOBLLAIOT, YTO Ball 61M3KUIN

(cbiH, go4Yb, BHyK) nonan B ATI1, 3agep»aH nonmumen u T.4., U CPOYHO

HY>XHbl AeHbIrM. MOLLEHHUKM OaBAT Ha SMOLMUK, NpUCbINaloT ¢anblumMBble
DOKYMEHTbI (MOCTAQHOB/IEHUI O BO36Y)XKAEHUMN AE€/1Q,MPOTOKO/10B 4ONpoca U T.4.).
HeMeneHHO rMosioXuTe TpY6KY U CBSXXNTECH C POACTBEHHUKOM HAMPSMYIO.

«Bbl BbiIMrpanm npusi»: BaM coo6L1aloT 0 BbIUrpbILLe LLeHHOro Npu3a (aBTOMOo6U/Ib,
KBAPTUPQA, KPYMHAS CyMMQA geHer), HO AN ero nosyveHms Heobxoammo

onnaTuTb "OoCTaBKy", "CTPaxoBKy" MMM KaKoN-Nnbo Oapyron B3HOC.

C BeposaTHOCTbIO 100% ¢ Bamu cBAiI3a/iIMCb MOLUE€HHUKMU,

He o6LanTecb C HUMM U MOJIOXKUTE TPYOKY.
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IopuAUECKas KoMNOHAR

«3BOHOK U3 NONMKIMHUKU\GONbHULbI»: 00 BUOAOM COTPYOHUKA peructpaTypbl Uim
MeOULMHCKOro paboTHMKA BaM MOIYT MO3BOHUTb M, CCbIJTasACb Ha 3aMMCb Ha NpUEM,
MOMNPOCUTb COOBLLNTL HOMepP CcTpaxoBoro nonuca nnun CHUJC. C nomMoLbio HomMepa
Bawero CHUJIC 3/10yMbILLUJIEHHUKW MOFYT MOJIy4YUTb AOCTYN K BALUEMY AKKAYHTY
B cucteme «locycrnyrm»,

«3BOHOK U3 NoMumMm»: MoLeHHUKN NpeacTaBnaoTCcs COTpYAHMKaMM
MPaBOOXPaHUTENbHbIX OPraHOB - CTapLUMMM CrlefoBaTeNaMU, onepynosTHOMOYEHHbIMK
nnu gosHaeatenamm. OHM yTBEPXKOAIOT, UTO B OTHOLLEHUM Bac NPOBOOUTCS NpPOBEPKa
NNn Bo36Yy>XOEHO YyrosloBHOE Aeo M3-3a 9K06bl MOA03PUTENbHbIX NEPEBOOOB C BalLEM
KapTbl Ha 3apyb6eXxHble cyeTa. [Ana y6eanuTenbHOCTU OHM MOIYT Ha3BaTb KOHKPETHbIN
PaNoOHHbIV oTAEN NONMLUKN, OTKYAA AKOObl 3BOHAT. HecMoTpsa Ha cepb&3HOCTb 3asBIEHUN,
3M10yMbILUNEHHUKM NpeanaraoT «yperympoBaTbh BOMNPOC» AUCTAaHLMOHHO, Tpebyd
nepeBoda OeHer, UM NpenocTaBneHna KOHPUgeHUManbHOM MHopMaLnn.

lMoMHUTe: HacTosWwmne COTPYAHUKN NMOINLNN HUKOr4A He peLuaioT Nogo6Hbie
Bornpochkbl 1o Tesie¢oHy U He TPe6yIOT QeHer.

«lMpeacraBuTEeNIb COTOBOIMO onepaTtopa»: MoOLLIEHHUKN
3BOHSAT, NMPeaCcTaBNAaaCb COTPYAHMKAMM BaLLero COTOBOIro
onepaTopa, U coobLuatT 06 OKOHYaAHUM CPOKa AeNCTBUA
[oroBopa Ha npefocTaBneHue ycnyr ceasu. OHM NbiTatoTcA
y6enuTb Bac coobLmnTb Ko M3 CMC-CO0bLLeHns,

Ako6bl A4N19 Toro, YTo6bl NPOAIUTL AENCTBUE

[oroBopa, Ho Ha caMoM [Jefie XOTAT MNoydUnTb

[OCTYynN K BalleMy NMMYHOMY KabuHeTy B cucteme
«Focycnyrm» MNu NNaTeXXHbIM cUCTEMaM.

Mono)unre Tpy6KY N CBSIXXUTECb C COTOBbIM
ornepaTropom no opuLnaribHoMy HoMepy Tesie¢doHda.
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«MogknoyeHue pomodoHa»: [NNoa BUOOM NpeacTaBuTenen yrnpasnamowen KoMnaHmm
WM YCTaHOBLUMKOB [OMOMDOHOB MOLLEHHUKU CBA3bIBAOTCA C COBCTBEHHMKAMU KBapTUP
M NPOCAT Ha3BaTb KOA U3 CMC-COOBLLEHUS, KOTOPbIN KOOI HY)XEH ANA MoaKIto4YeHUa
KBapTUpPbl K goModoHy. Ha caMoM gerne kof 06bl4HO MPUXOJUT OT cUCTEMbI «[[ocycyrny,
B KOTOPYO 3N10YMbILUIEHHUKW MbITAalOTCA NonacTb. [Tos1oxuTe Tpy6KY U CBSXKUTECH

c npeacrasuresnieM YK unm ycTaHOBLINKOM BALlero JoMogoHda rno opruumnasibHoMy
HOMepYy, YTOYHUTE y coceneun, 3BOHWUIN /TN UM.

HUKOIrAA HUKOMY HE COOBLUAWUTE KoAbl
U3 CMC-COOBLLEHWUA U OPYTYIO NMEPCOHAJIbHYIO
MHDOOPMALMIO. ECJIN KTO-TO HAMUHAET 3AIMNPALLUUBATD
3TY UHOOPMALUIO, HEMEAJIEHHO NPEPbIBAUTE PA3roBOP.

MPU3HAKU OBMAHA NO TEJIEDOHY:

® Bac TtoponaT, ucnonb3ytoT dpasbl "CpouHo!", "MHauve 3a6rokupyem kapty!”,
"BpemMs orpaHuU4eHo".

® He patoT BaM nNonoxutb TpyOKy, OaBAT Ha Bac, nepe3BaHMBAOT C pa3HbIX HOMEPOB.

® [pocAT NepeBecTU AeHbIM Ha HEU3BECTHbIW (6e30rMacHbIN) CHET U COOBLUUTD
KOHpUMOeHUManbHyo MHopMauuto (naposimn, Kogbl).

® OTcKaHupyuntTe QR-KoAbl, U MOCMOTPUTE POosinK BaHka Poccuun ¢ TUNMMYHbIMU
cXeMaMu MOLLUEHHUKOB CCbI/IKA HA po/sinK LB P®:

@p 5;%‘;;@
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1.2. UHTEPHET-MOLUEHHUNYECTBO:

®denkoBble canTbl 6aHKOB, MNocycnyr (GULWKMHI): MOoLLIEeHHUKM co30atoT NnogaesbHble
CalTbl U MPUNOXKEHUS, KOTOPbIE BU3YyallbHO OYE€Hb NMOXOXXM Ha HacTosAlwme. TakMM o6pas3om
MOLLEHHMKM MbITaloTCA BbIMaHUTb BallM NTIOMMHbI, NApOfv U OpYyryto KOHPUOeHUMaNbHYO
MHPOPMaL MO, KOTOPYHO Bbl BBOAUTE MPU BXOOE B IMYHbIE KaBUHETbI MPUNTOXKEHU

M canToB. He ckauMBanTe NPUJIOXKEHUS C HENPOBEPEHHbIX PeCypCcoB.

MoapenbHble UHTEPHET-Mara3suHbl: ToBap Ha cante npencrtaB/ieH, LLleHa
npuBnekKaTenbHag, HO Mocsie onsiaThl Bbl HAYErO He rnosiydaeTe. MarasmH ncydesaer,
a CBA3aTbCA C HUM HEBO3MOXHO. Cosepl.uaﬁ're MOKYNKU B UHTEPHETEe TOJIbKO Ha
npoBepeHHbIX caMTax u B npoBepeHHbIX UHTePHET-MaradmHax

O6pallueHue OoT N1LUa PYKOBOACTBa: Uepes MecceHOKep C BaMU CBA3bIBaeTCA AKOObI
Ball PyKOBOAWUTENb (HQYA/IbHUK, AMPEKTOP, PEKTOP 1 T.4.). B npodune MoleHHUKa,
KaK MpaBuo, ncnosnbsyetca oduumanbHoe ¢oto u PNO, utobbl Bbi3BaTb JOBEpPUE.

Bac npegynpexaatoT o NpeacTosLLen NpoBepKe CO CTOPOHbI MPOKypaTypbl, HaTOroBOMn
WUNU OPYrUX KOHTPONMMPYOLLMX opraHoB. [lanee coobLiaeTcd, YTO C BAMU CBAXKETCH
COTPYOHUK 3TOM CNY>K6bl YTOBbI 3a4aTb «BaXXHble BOMPOChI».

Mocne aToro o6bI4HO CneayeT 3BOHOK, B KOTOPOM f ~
MOLLUEHHWKM, BblaaBada ceb4q 3a i
npeacTaBUTENEN CUTOBbBIX UK
KOHTPOJIbHbIX CTPYKTYP, MbITaloTcA
BbIMaHUTb KOHUOEHUMANbHYO
MHPOPMaLUIO UM OEeHbI .
BNOKUpYHTe MHKeHYalbHUKA

M He OTBeuYanTe Ha He3HaKoMble
HoMepa.
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O6mMaH Ha Avito/IOne (M apyrux nnowaakax o6basneHmnin): O6bIUHO ero UCMoMb3yoT
NPV NOKYMKe KaKOW-TO BELLM C PYK. 3MTOYMbILLIEHHUK HAaXoauT Ha 3TUX nnatdopmax
06BbABMEHUS O NPoAaXKe KaKoMN-TO BellUU, U obpallaeTca K NpoaaBLy No 3TOMy BOMNpocCy.
YTo6bl MOCMOTPETHL BELLb, 3/T0YMbILLITEHHUK MPOCUT CO3BOHUTLCHA MO BUOEOCBA3U, HO

BO BpeM$ 3BOHKA Y HEro Ako6bl CrlydaroTca Kakme-To TeEXHUYEeCKMe Henonagku. Ytobol
060MNTU UX, OH NPOCUT cobeceqHMKa BKTIOUYNTb AE€MOHCTPAaLIUIO 3KpaHa. B aTo BpemM4a
MOLLUEHHUK MOXKET, Harnpumep, NbiTaTbCA 3aTU B Ball MHTEPHET-6aHK UMUN aKKayHT

B cucTeMe «[ocycnyrm», Mo3ToMy BaM Ha TeniepoH NPUAET CMC-COOBLLEHME C KOOOM

019 BXo4a UM CMeHbl Napons, KOTOPbIN 3MT0yMbILLUNEHHUK Xo4YeT YBUAETb U MCMNOSb30BaThb.
He BKNIoYaTe AE€MOHCTPALIMIO 3KPaHa B pa3roBopax ¢ He3HaKOMbIMM NIOAbMM.

NMPU3IHAKU OBMAHA B MHTEPHETE:

® Appec canTa 6e3 HTTPS (3aLymLLeHHoro
MpoTOKOA).

® KOHTaKTHaa nMHdopMauunsa TONbKo Yepes
MecceHKepbl (Telegram, WhatsApp),
oTcyTcTBME TenedoHa n pusnyeckoro agpeca.

® C/IMLLKOM BbIFrogHas LeHa, KoTopas
3HAUYUTENBHO HUXKE PbIHOYHOW (Harpumep,
"iPhone 3a 5000 py®6.").

1.3. YIPO3bl XYXU3HU N 3JOPOBbIO

MoLLIEeHHMKM 3anyrmBatoT XXePTB yrpo3amMu pacrpaBbl, MPUCLINAKT JIMYHbIE OaHHbIE,
doTo noMa nnu paboThbl, cozgaloT AUNPenKn ¢ «3axBadeHHbIMU» POACTBEHHMKAMU
(Hanpumep, n3 3o0Hbl CBO). Llenb — paBneHme n BbIMOraTenbCTBO.

Mpynnbl pUcKa: NeHCUOHEPbI, CEMbK BOEHHDbIX, HeECOBepLUeHHOosIeTHMe. MHorga
XXepTB 3aCTaBAaOT yﬁTVI n3 noMa u O60pBaTb CBA3b C POAHbIMMU, uTo6bl CO30aTb
OOMONMHUTENbHbIN pbldar oaBneHum4d.

BaHO NOMHMUTb, UTO 3TO 6r|ecb —Yalle BCero 3/iIoyMbllUNeHHUNKN ,El,eVICTByI'OT
MN3-3a rpaHnubl 1 He MOryT NpnN4YNHNTDL PeasibHOIro Bpena CBOUM XepTBaM.
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1OPMANUECKDS KOMNGHUA

2.KAK BALLIUTUTDBbCH?
2.1. BALLIATA OT TEJTE®@OHHbIX MOLUEHHUWKOB:

MpaBuno 1: HWKorpga He Ha3sbiBanTe
KoAbl N3 CMC-COODOLLEHWI, MAPONN U OPYTYIO
KOHpUAEHUMaNbHYO MHOPMaLUIO NO TenedoHy.

MpaBuno 2: Nepe3BaHMBaNTE TOMbO
Ha odumLManbHble HOMepa 6aHKOB, YKa3aHHble
Ha BaweW KapTe nnm opuLumManbHOM camTe.

MpaBuno 3: YCTaHOBUTE NPUNOXKeHUE

angd 6J'IOKMpOBKM CcrnaM-HOMepPoOB. Harpumep

MpaBuno 4: 1o BO3MOXXHOCTU HE OTBeYanTe
Ha 3BOHKW C HE3HAKOMbIX HOMEPOB.

2.2. UHTEPHET-BE3OIACHOCTb:

MpaBuno 1: He nepexonuTe No Noao3pPUTENbHbBIM CCbISTKaM, 0COH6EHHO MoJTly4YeHHbIM
OT HE3HAKOMBbIX NtOAeEN UTN B CMNAaM-pacCbl/IKaxX.

MpaBuno 2: BkiounTe OBYXPaKTOPHYO ayTEHTUDUKALMIO Ha BCEX BaXKHbIX aKKayHTax
(6aHKM, coLceTu, noyTa). 3To obecrnevymT OOMONHUTENbHbINA YPOBEHb 3aLUMTDI.

MpaBuno 3: [MoKkynamTe ToBapbl TOSIbKO Ha MPOBEPEHHbIX MAOLWAAKaX U Y HAOEXHbIX
npopaeuoB. O6pallanTe BHUMaHME Ha OT3bIBbl M PEUTUHT NpodaBua. OTcyTcTBue
OT3bIBOB — 3TO MO4O3PUTE/TbHbBIN MAPKEP.
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4 LWATA, ECJIM BAM 3BOHAT HESHAKOML bl
M HAYNHAIKOT HA BAC JABUTb UYTO-TO TPEBOBATD

He naHuky#Te: CoxpaHanTe CNOKONCTBUE, OAaxKe
€Cnn Bac NbiTatoTca 3anyratb. YTob6bl cripaBUTbCS
CO CTpaxoM MpeacTaBbTe, YTO MOLWEHHUK FOBOPUT
CMEeLLUHbIM rofIoCOM UMU CUOUT Ha TOM KOHLe

npoBoaa 6e3 ogexxapbl. ’\

MonoxwuTte Tpy6KYy: He npogonykamte pasroBop
C MOLLIEHHUKaMK, He 6oMTeCb MONOXXUTb TPYOKY,
HWKTO Bac 3a 3TO He HaKa)KeT.

_

-

Mepe3BoHUTEe B 6aHK: Y6eouTech, UTO BCe B Nopsake
C BallMM GaHKOBCKMM CUYETOM, UCMOMb3ya odULMNANBbHBIN
HoMep 6aHKa, a Nyylle NnpuanTe B oTaesneHune MYHo.

MpoBepbTe onepauuM B NPUIOXEeHUMN: EC/n Bbl BCe XKe
COOBLMU KaKy-TO MHpOpMaLUIo, MPoBepbTe NCTOPUIO
orepauunm B MO6UNbHOM MPUNOXKEHUN BaHKa U coobLumnTe
o Npo6nemMe B 6aHK No opULMaNIbHOMY HOMEPY.
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YTO AENATb, EC/IU BAC OBMAHY/AN?
CPOYHbIE OENCTBUSA:

HemenneHHo No3BOHUTE B 6aHK U 3a6/10KMPYHNTE KapTy,
YTO6bI NPEeaoTBPATUTL AaNibHENMLee CNMcaHue CPeacTB.

iy OTCcKaHMpynTe QR-Kof,
! UTOObIl Yy3HaTb, KaK 6bICTPO
3a6n0KV| poBaTb KapTy

Coo6wumTte B 6aHK O MOLLEHHMYECKOM onepaumm.
B HeKoTOopbIX cny4yaax 6aHK MOXXeT BepPHYTb YKpageHHble
OeHbru (Npoueaypa 4yapa)K63kK).

MopanTe 3aaBIeHUE B NOJIMLMIO. DTO MOXXHO caefiaTb OHTaMH.

Ol
- OTckaHupymnTe QR-Koa,
WL yTO6bLI NOpaTh 3asgBNeHne
'?FL_ B MB/[, oHNnanH
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MaBHOe npaBunio: He cnewuTe! MoLWeHHUKU UrparT Ha BaLllnx
aMoUUAaAX (CTpax, »XagHoCTb, JoBepure). Bcerga npoesepsanTte
MHpopMaLUio, Npexae YeM coBeplLUaTb Kakmne-nmbo gencrTema.

OtckaHupynte QR-Koa,
yTO6bI NMPOBEPUTH CBOK MPAMOTHOCTh
B BOMpoOCax MOLLEeHHN4YeCcTBa

TENE®OHDI NOAAEPYXKMW:

CnaBHOE ynpaBneHne MMHUCTEPCTBA BHYTPEHHMUX
nen Poccuun no CeBepanoBcKon obnactn — (343) 358-71-61,
(343) 358-70-71 (TennepoH goBepus)

YnpaeneHune degepanbHOM Cny>6bl
6e3onacHocTu Poccrnm no CeepaioBCcKom ob6acTtum
(343) 371-37-51 (TennegpoH goBepus)

CAUTDI:

LB P® — cnMCcoOK HeneranbHbIX KOMMaHUMA




